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—Industrial —
ASRockind Technical Reference - Q&A
Question How do | achieve the Realtek DASH function and what’s the benefit?
Release date 2021/01/21
Product All model
FAQ type [ ] Specification [ | OS & Driver [l Application [ ] BIOS/FW [ | Others
Answer:

Realtek DASH function is able to monitor and control all the client systems by one server system. With Realtek
DASH function, it secures out-of-band and remote management of desktops and mobile systems. Products
implementing DASH enable interoperable management solutions that allow for low-cost management across

networks, offering increased efficiency while maximizing availability.

User could control the client system remotely, it helps IT administrators perform troubleshoot in time, monitor and
manage the power status to create the benefit below.

+ Enables robust, secure management

* Reduce the need for desk-side visits

» Achieve greater productivity

To achieve above benefit, we introduce the DASH function capability with Management Console Setup utility
below.

Inventory Purposes: System hardware components identification and OS information

Remote Control: Power state settings (on / off / reset / power cycle / Sleep / Hibernate)

Software Inventory: BIOS and NIC firmware tracking

Event Log: Hardware operation logs

Alert Indication: Ability to configure alerts

Account & Role Management: Create different account and authority level

USB Redirection: USB device and image files redirection over the network

Boot device selection: Choose boot device after rebooting

Firmware Update: Ability to update NIC firmware over the network

Note: The Management Console Setup utility is only for internal use purpose, if user needs it for testing, please

contact with ASRock Industrial TSD contact window.



Here is the demonstration video for DASH environment setup : https://youtu.be/jxXbvX_i4TY

To support Realtek DASH function, requirements are listed as follows.
For client system :

a. Onboard DASH LAN port.

b. Realtek LAN driver.

For server system :

a. Any PC.

b. DASH utility (Realtek Management Console).

Please follow the steps below to set up the Realtek DASH function.
For client system :

1. Enable DASH Support and Boot From Onboard LAN under BIOS.

Aptio Setup Utility - Copyright (C) American Meg

DASH Support [Enabled]

s, Inc.
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https://youtu.be/jxXbvX_i4TY
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Aptio Setup Utility - Copyright (C American Megatrends, Inc.

Boot From Onboard LAN [Enabled]

2. Connect the LAN cable to the Internet through the DASH LAN port.

Realtek R8111FPV (DASH)

3. Download and install the corresponding Realtek LAN driver from ASRockind website.
4. Set the IP address with same domain as server system.

Here is the example :

Client IP address = 192.168.0.10

Client Subnet mask = 255.255.255.0

Server IP address = 192.168.0.1

Server Subnet mask = 255.255.255.0
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Internet Protocol Version 4 (TCP/IPvd) Properties K
General

YYou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C)Obtain an IP address automatically
(®) Use the following IP address:

TP address: [ 192.188. 0 . 10
Subnet mask: | pss.255.255. 0
Obtain DN5 server address autor

(@) Use the following DNS server addresses:

Preferred DNS server: . . . |
Alternate DNS server: . . . |

[ validate settngs upon exit

For server system :
1. Install the Realtek Management Console.
Note : This utility is only for internal use purpose. If you need it for testing, please contact with ASRock
Industrial TSD contact window.
2. Set the IP address with same domain as client system.
Here is the example :
Client IP address = 192.168.0.10
Client Subnet mask = 255.255.255.0
Server IP address = 192.168.0.1
Server Subnet mask = 255.255.255.0

Internet Protocol Version 4 (TCP/1Pvd) Properties *
General

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address sutomatically
(®) Use the following IP address:

IF address: | 192,188 0 . 1
Subnet mask: [EH 255 . 255. 0 |
Obtain DNS server address auton

(@) Use the following DMS server addresses:

Preferred DMS server: . . . |
Alternate DNS server: . . . |

[ validate settings upon exit e =

Cancel

3. Execute the Realtek Management Console, in Manageability page key in the client system IP address, User

name and Password to login.
IP address : 192.168.0.10
User name : Administrator

Password : Realtek



Discovery Manageabiity |Alert Indication

Login
Protocol [DASH -
IP Address |  192.168.0.10
User name [Administrator
Password R
ot 63

LTS

Login

10:33:26
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4. User could check the basic information and function at the catalogue, and use the KVM function to control

the client system.

Manageabiity iCunsole Redrection | Frmware Update

Logn
Protocol i~

IP Address

User name

—
Password |

[asH
[Ac

Port |

B Logout

Supported Profies
L Computer
{4 Hardware
«* Operating System
L) Software Inventory
I3 Remote Control
—_ Boot Control

™

“',-2“ Event Log
1) Account Management
3 Role Management
§%3 Network Setting

§. Aert Indication

K< KVM Redrection

Refresh L"

192.168.0.10
SYSTEM
nagedSystem

No Change

10:34:04

Here is the demonstration for each function of the DASH capability.

Inventory Purposes:

Please click the items of Computer, Hardware and Operating System as pictured below.

1)

Computer :
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Realtek Management Console 0.5.9.511(x64)

Manageabiity ‘ Console Red\rectiun‘ Firmware Update}
Login

Protocol DASH

v [ | 3ud REALTEK
User name ’W I’?l_' %\I

Password ’7

Port 623

192.168.0.10
SYSTEM
ManagedSystem
Ena

-~ &= Supported Profiles top
182 Computer GUID
{3 Hardware tifyingIn ABA1593EBCBB00000D00DODOB00000O

=14 Operating System
_L, Software Inventory
I Remote Control
Boot Control

, Event Log

sl
[&5)

Supported Power Change capabit...

Account Management

iy

Role Management
40 Network Setting

| ¥ Alert Indication
& KVM Redrrection

Refresh | 7 ‘

@i:,

15:56:15

2) Hardware :

Managaab\htyknnsn\e Red\rect\un} Firmware Update‘
Login

Protocol DASH AT ST~ AT~ AT~ SV~ AT
ress [ atemo

> > > > »

I 51D FY e — d:0 Chassis:0 Processor:0 Memory:0 Slot:0 Slot:1
Password | "TTTTTT
Port 623
Element Name
r
-
Part Number
= Supported Profies N U NULL
L, Computer Tag Card:0

-\l Hardware
£ a10s
Processor
I Memory (RAM)
&) Fan
@2 Sensor
Battery
TN Asset
& Operating System
D Software Inventory
I Remote Control

Rant Control e

Refresh | ? ‘

16:02:40

3) Operating System :



Maﬂageab\‘lt\/knnsnla Redlrectlnn\ Firmware Updatal

Login

Protocol DASH m:"
IP Address ’m ‘ '
User name ’W WT:;;D‘:;{F“
Password ’7

|, Computer
Bl Hardware
% s10s
! Processor
Memory (RAM)
%) Fan

W2 Sensor

Battery
LI Asset
Operating System
£ sSoftware Inventory
- Remote Control

Rant Cantral e

Port 623
r Enabled State
Requested Status
-7 Supported Profies ~

Microsoft Windows 10 Pro

121 (Microsoft Windows 10 64-bit)
Disabled

No Change

Refresh | ? |

16:03:.46

Remote Control:
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User could click the Remote Control for Power state settings (on / off / reset / power cycle / Sleep / Hibernate).

Realtek Management Console 0.5.9.511(x54)

Manageabilty ‘ Console Red\rectmn‘ Frmware Updatel
Login

Protocol DASH

IP Address 192.168.0.10
User name Administrator
Password | "7

O I © I

Reset Cyde

Port 623
Current por

| Logout

--#= Supported Profiles

L. Computer

Wl Hardware
Operating System

_Ll Software Inventory

| Z]Remote Control

Boot Control

s
&2

Event Log
Account Management
= Role Management
{53 Network Setting
{8 Alert Indication
K« KVM Redirection

OBER

Supported Power Cha

apabiities

Refresh | 7 ‘

x

19:31:50

Software Inventory:

Track the BIOS and NIC FW after selecting Software Inventory as pictured below.



Login
Protocol DASH

1P Address 192.168.0.10
User name | Administrator
Password T

Port 623

Manageabifty lConsoIe Redirecc\cnl Firmware Update}

= Supported Profies
+|_u Computer
-y Hardware
<" Operating System
] software Inventory
- Remote Control
_ Boot Control
=, Event Log
{1 Account Management
- Role Management
1% Network Setting
¥ Alert Indication
- 4 KVM Redirection

Buid Number
IdentityInfo Type
I Info

lassifications

BI0S5:285409536:0
Firmware/BIOS

Refresh |2 |

16:04:16

Event Log:

Monitor Hardware operation logs by clicking the Event Log.

Login
Protocol DASH

1P Address 192.168.0.10
User name [ Administrator
Password T

Port 623

= Logout

Manageabilty ‘ Console Red\rectiun‘ Firmware Update}

INFO

®m @ @ O ® @

HW USER WARNING ERROR ALL

2020/12/17 05:45:25
2020/12/17 05:45:25
2020/12/17 05:45:2:
2020/12/17 05:45:24

=

-~ &= Supported Profiles
|..; Computer
(4 Hardware

~{4% Operating System
_L, Software Inventory
I Remote Control
| Boot Control

sl
[&5)

- [ Event Log
(1) Account Management
[£= Role Management

40 Network Setting

| ¥ Alert Indication

T« KVM Redrrection

2020/12/17 05:45:24
2020/12/17 05:45:23
2020/12/17 05:45:21
2020/12/17 05:45:21
2020/12/17 05:45:20
2020/12/17 05:45:20
2020/12/17 05:45:15
2020/12/17 05:45:12
2020/12/17 05:45:12
2020/12/17 05:45:11
2020/12/17 05:45:11
2020/12/17 05:42:42
2020/12/17 05:42:41
2020/12/17 05:42:40
2020/12/17 05:42:39
2020/12/17 05:42:38
%DZD/lZ/l? 05:42:37

Starting PCI resource configuration
Starting PCI resource configuration
Starting PCI resource configuration
Starting PCI resource configuration
Starting PCI resource configuration
Starting baseboard or motherboard inttialzation
Starting cache intialzation

Completed memory initialzation and test
Starting memory initialization and test
System firmware started.

Starting baseboard or motherboard inttialzation
Starting cache intialzation

Completed memory initialzation and test
Starting memory initialization and test
Systemn firmware started.

Starting BIOS setup

Unrecoverable hard-disk faiure

Starting keyboard controller intialzation
Starting USB resource configuration
Starting keyboard controller intialization
Startina USB resource confiauration

Refresh | 7 ‘

16:40:17

Alert Indication:
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User could choose the Alert Indication to configure alerts to monitor the client system by event log.
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E »

Dscovery | Manageabind Alrt Indicaton Step 1
Time | i

0 ewentfs] and 3 hearl be u1|=|rs.t1lep 2 Cloas alllogs |

B Stop listening alerts |

Discovery | Manageabiity Alert Indication
Event P Time Attribute Value Lol
i Indication Time 20210120 21:43:02
Message Starting hard-disk initialization and test
MessagelD PET111
SystemName 192.168.0.10
w
15 event(s] and 9 heart beat(s] happened... Clear all logs I :
W Stop listening alerts |
21:43:02

Account & Role Management:
By choosing the Account & Role Management, user could create different account and authority level.
1) Account Management: Please refer the step below to create New User.
Step 1: Please click the item as pictured below.

Step 2: User could choose the Role for authority level.
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Manageabity | Console Redlecmn: Frmware Update |

Legn r
Protocal | DAS ] , , St e 1
IP Address [ 192.168.0.10 L f ] Ll p
= Administrator Steven MNew User
User name | Adminstrator
Password
Port

Logout

Supported Profies
L Compauter
+ o Hardware
Operating System
C_| Software Inventory
&3 remote Control
- Boot Control
'1: Event Log
1) Account Management
(3 Rrole Management
B8 Network Settng
. Aert Indicaton
= KVM Redrection

Refresh | 2|
16:50:59
Manageabity | Console Redrection | Frmware Update
Logn
puscd o] 2 2
IP Address 192.168.0.1 Ll Ll )
User name [ Admins Adminstrator Steven New User
Password [ | | |J|account Management ®
Port | 2
Hame:
Logout s
Confrmation:
Supported Profies
L Computer Role:
&0 Hardware
Operating System
f_| Software Inventory
I3 Remote Control
__ Boat Control
i, Event Log
y Creat [
1) Account Management LI o
= Role Management
[ Network Setting
. Alert Indication
K KVM Redrecton
Refresh | 7
19:08:17

2) Role Management: Please refer the step below to create New Role.

Step 1: Please click the item as pictured below.

Step 2: User could choose the authority level of the New Role.



Manageabiity |Cnnsnle Redrection | Frmware Update

Logn
Protocol
IP Address

User name
Password

Port

Logout |

Supported Profies
LS Computer
+ [ Hardware
Operatng System
(] software Inventary
&3 remate Control
_ ! Boot Control
% Event Log
1) Account Management
[3 roke Management
8 Network Setting
§. Alert Indication
K= KVM Redrection

Refresh |? |

Role:0 Role:1 Role:2 MNew Role

Step 1

Manageabity | Console Redrection | Frmware Update

Logn
Protocol  [DAS

1P Address 197,168

User name | A
Password [

Port |

T Logout

Supported Profies
Lo Computer
B Hardware
Operating System
E_, Software Inventory
I3 remote Control
—_ Boot Control

o

"-i-f_, Event Log

1) Account Management
3 Role Management
553 Network Settng

i Aert Indication

= KVM Redrecton

Refresh | ?

Role:0 Role:1 Role:2 New Role

tv: [BaseDeskiopandoble

USB Redirection:

USB device and image files redirection over the network,

steps below.
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user could access the USB device by following the 3



USB Redirection

Manageabiity Console Redrection | Frmware Update

™ Using image file | # Using true device I Using URL

| USB SAP for true device is enable!

Dislog

x

© Enter BBS Popout

Ste p 1 After Rebooting Hotkey
% Normal Boot
 Enter BIOS Setup | pae Popout -

Save

BIOS Setup

Sareen Size
& B0x25

© 10031

Wifi Speed Protocol

* TELNET
€ SSH

Translation
& Default

© UTF-8

Start TCR

il

Start KVvM

21:06:11

Manageabiity Console Redrrection | Firmware Update|

USB Redirection

I~ Using image file ¥ Using true device I~ Using URL

|F:\

'_I

| Windows is running!

After Rebooting
# Normal Boot
 Enter BIOS Setup
 Enter BBS Popout

Hotkey

BBS Popout

Manage

Home  Share  View  Drive Tools

« v 4 # > ThisPC > TSDlan (D3 v O £ Search TSD lan (D)
D Music A Name Date modified
[B videos Trash-1000

& OneDiive 3DMarke 12
419
B hie pC axa 4800
8 2D Objects m
[ Desktop 150
Documents 152
§ Downloads 157
194
D Music
210
& Pictures 1on
[& videos 1212
Local Disk (C:) 1213
& TSD lan (D) 1216

Boot device selection:

Select boot device after next system reboot.

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

Size

17:04:54

|
| ifi Speed | [ Protocol—

[ Screen Size

BIOS SEtupl E| & 80x25

7 100x31

* TELNET

 SSH

[ Translation |
© Default

© UTF-8

Start TCR

Stop TCR

i

Stop KVM
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Realtek Management Console 0.5.9.511(x54
Manageabity Console Redrection | Frmware Update

USB Redirection
Using image file I Using true device

I~ Using URL

Step 1

After Rebooting
* Normal Boot
" Enter BIOS Setu
" Enter BBS Popoul

Hotkey
BIOS Setup
885 Popout|

Step 2

Screen Size
— ¥ Bn25

©100x31

Save

Wifi Speed Protocol

& TELNET
" S5H

Translation
& Default

« UTF-8

Start TCR

Start KVM

21:35:31

1) Normal Boot: The client system will boot into OS after rebooting.

Realtek Management Console 0.5.9.511(x64)

Manageabiiy Console Redirection lF\rmwara Updatal
USB Redirection

I” Using image file I” Using true device T Using URL

| Starting TCR! Please wait....

After Rebooting
“ Normal Boot

Hotkey
BIOS Setup

Screen Size

& 80x25

© Enter BIOS Setup BBS Popout -
© Enter BBS Popout

Save
Wifi Speed Protocol

© 100x31

@ TELNET

€ SSH

Translation
“ Default

© UTF-8

Stop TCR

el

Start KVM

16:50:35

2) Enter BIOS setup: The client system will boot into BIOS setup after rebooting.
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Manageabilty Console Redirection | Firmware Updatel
USB Redirection

I~ Using image file I~ Using true device T Using URL

e

| Starting TCRI Please wait....

After Rebooting Hotkey
" Normal Boot

Screen Size

F2 -
BIOS Setup & 80x25

& Enter BIOS Setup BBS Popout Fil1 -

¢ Enter BBS Popout © 100x31

SDays: Depend  Wifi Speed | [ Protocol

*Rangs of Yea & TELNET
" SSH

Translation

% Default

© UTF-8

PR R

<>: Select 5|
?: select Itel
*Enter: Selec|

3+/-: change Stop TCR
General
Discard Start KVYM

*F9: Load UEF|

* Processor Speed : 2700MHz

° Microcode Update: 860F01/8600103

B

P Cache per cors —---—--—- 19
® Ll Instruction Cache: 32 KB/8-way

- Ll Data Cache: 32 KB/B8-way

F L2 Cache: 512 KB/B-way

° Total L3 Cache per Socket: 4 MB

B

* Total Memory : 8GB with 512MB Shared Memory
- Single-Channel Msmory Mode
* DDR4_A1 : None

* DDR4_B1 : 8GB (DDR4-2133)

lcreen

B

B

loption

P

T Defaults

4 Exit]

i

14:46:18

3) Enter BBS Popout: The client system will enter boot menu after rebooting.

Realtek Management Console 0.5.9.511(x64)

Manageabity Console Redirection ‘Flrmware Update\
USB Redirection

I~ Using image file I~ Using true device T~ Using URL

[ starting TCR! Please wat....

GARAAARAAARAARAAARARARAAAAAAAAARAAARAAARARARARARARARAARL, Wifi Speed | [ Protocol
H

Realtek

B s w e e e e s E e

Enter

UEFI: P: Realtek PCIe

After Rebooting Hotkey Screen Size
" Normal Boot BIOS Setup 2 - & 80x25
© Enter BIOS Setup| | pae Popout Fi1 -~ -
© Enter BBS Popourt| Save v
N & TELNET
ontroller * € S5H
ontroller *°
ntroller @ i
S Translation
e * Deful
ontroller g
ntroller . © UTF-8

S AAARARARARAARA R AR AR AR AR AR AR AR AR RARARARRAARAARARARARARARS

- and

ENTER to sel
to boot using d
ARAARAARAARAAARARAARAARAAARARAARARAAAARAARARARARAARAARRAT

selection

t boot

d

Stop TCR

Start KVM

EEl

X

14:44:50

Firmware Update:

User could select Firmware Update to update NIC firmware over the network.

Step 1: Please click the Firmware Update

Step 2: Select the NIC firmware

Step 3: Start Update
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